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1 Introduction

Check Point Mobile Access allows you to use resources from the corporate network from outside as well
as from your home device.

In order to get access to this VPN solution please request login credentials and permissions from your
delfort contact.

To keep our level of security high, you need to provide an email address or a mobile number to receive
one time access codes for the authentication.

2 Mobile Access portal

2.1 Internet Explorer
Open https://portal.delfortgroup.com/

Login with the credentials provided by delfort

e [RIEIE (= hittps://portal.delfortgroup.com//sshvpn/Login/Login - @ & || Suchen.. 0~

(2 delfort mobile access - Sign...

Datei  Bearbeiten Ansicht Favoriten Extras 7

Please provide user name and password to
authenticate

delfort mobile access Enter your Username
(not your Email address)

and your password
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e IR (& hitps://portal. delfortgroup.com/sshvpn/Login/MultiChallenge?params: ~ @ & | | Suchen... 0~

| & portal.deffortgroup.com

lDatei Bearbeiten Ansicht Favoriten Extras 7

~
Youwill get a verification code
either via Email or SMS
Reisner Michael (reisnemi),
DynamiclD password sent to,
J' +A 36X OO X
X, 123456 X
| didn't get the verification code
delfort mobile ac
Ifyoudid notgeta
verification code, you
canresend it here.
W

Here is a sample of a verification Email:
2 Reply [ Reply All (3 Forward G5 1M

Mi 25.11.2020 0541

sslvpn@delfortgroup.com
DynamiclD one time password
Ta Ortbauer Daniel

delfort S5L one-time verification code: 415466
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Make sure to set the connection mode to “Network mode” in “Settings”

Ie Qg\ hitps://portal.delfortgroup.com/sshvpn/Portal Main ~ @ & || Suchen. 0o~

& delfort mobile access - Main

B delfort mobile access Reisner Michael (relsnemi)

n Favert:
| P Native Applications Connect 1 4 Settings avorites
i .
Once connected you will be able to use your u N E AL A s a1 X

When signing-in launch SSL Network Extender:

Powered by Check Point S5L Network Extender — .
O automatically

® manually
Credentials Favorites
Q@ v st
onne Network Extender using
Address: _
® Network mode
eg www.example.com or hitp/fw
I O Application mode
i @ Additional downlo... @ Intranet © Default mode

After the login, you can click on “Connect” to establish a VPN connection:

e TS & https://portal deffortgroup.com/sshvpn/Portal/ Main -~ @C | Suchen. 0~

& delfort mobile access - Main

Datei Bearbeiten Ansicht Favoriten Extras 7

= delfort mobile access @ Reisner Michael (relsnemi) | [

M
[ ] Native Applications

Once connected you will be able to use your usual applications

Ej & Favorites

Please note: To establish a VPN connection you must install an Add-On (Check Point SSL Network
Extender). During the first connection attempt this Add-On will be installed on your device.

Please take a look on the following screenshots how to install it. (Important: your must have local
administrator permission for the installation)
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You must accecpt a few things to get this agent installed:

Ha @ https://portal.deffortgroup.com)’

& delfort mobile access - Main [ T

pn/Portal/Main

delfort mobile accessgeEEE: x

| Check Point

o)
P Native Applications

Connecting...

Check Point Mobile Access Portal Agent is providing remote access to pour organization's
internal networks.

Impartant; To protect your PC, make sure you allow the Check Point Mobile Access Portal

nt SSL Network Extende: . §
Agent connect only to a remote access server in pour organization which wou tiust.

Do pou trust the server: portal delfortgroup.com to run the Mobile Access Portal Agent?

@
| [ Always ask me for this web site I
Address:
More Details > I‘ Trust Server I m Don't Trust

eg. w.example.s

@ Windows Security Alert

Windows Defender Firewall has blocked some features of this

app

Windaws Deferder Firewall has blocked some features of Internet Explorer on all public and
private networks,

(9 Name:
& Publisher: Microsoft Corporation
Path: Ct'program files (x86)\nternet explorer jexplore, exe

Allow Internet Explorer to communicate on these networks:
[ Private networks, such as my home or work netwark

[]Public networks, such as those in airports and coffee shops (not recommended
because these networks often have lite or no security

What are the risks of allowing an app through a firewall?

) llow access Cancel

Windows Defender Firewall has blocked some features of this
app

Windows Defender Firewal has blodked some features of STAProxy Application on all public and
private networks.

@ Name:
Publisher: Chedk Point
Path: C:\users\fraunbma'appdatalocal\templenxacistaproxy .exe

Allow STAProxy Application to communicate on these netwarks:
[ Private networks, such as my home or work network

[[]Public netwarks, such as those in airports and coffee shops (ot recommended
because these networks often have lite or no security)

What are the risks of allowing an app through a firewall?

QAIIow BCCESS Cancel
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2.2 Google Chrome

You need to have Java installed to use remote access with Google Chrome.

Java is not needed for the Chrome integration (after all, this is not supported any longer)
It is required for the internal functionality of the Checkpoint Agent.

OpenJDK is a free alternative to Oracle Java and mobile access is possible with OpenJDK.

Open https://portal.delfortgroup.com/

Login with the credentials provided by delfort

Please provide user name and password to
authenticate

2] |

~ |
delfort mobile access Enter your Username
(not your Email address)

and your password
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either via Email or SMS

Youwill get a verification code

Reisner Michael (reisnemi),

DynamiclD password sent to,
+AZEHOOOOO00K X

X, 123456 b4

| didn't get the verification code

Pt

Ifyoudid notgeta
verification code, you
canresend it here.

delfort mobile access

Here is a sample of a verification Email:

2 Reply [ Reply All (3 Forward G5 IM

Mi 25.11.2020 09:41
sslvpn@delfortgroup.com

DynamiclD one time password
To COrtbauer Daniel

delfort S5L one-time verification code: 415466

After the login, you can click on “Connect” to establish a VPN connection:
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X delfort mobile access 0 Reisner Michael (reisnemi) [—»

8]
[ Native Applications

Once connected you will be able to use your usual applications

25 J Favorites

Please note: To establish a VPN connection you must install an Add-On (Mobile Access Portal Agent).
During the first connection attempt this Add-On will be installed on your device.

Please take a look on the following screenshots how to install it. (Important: your must have local
administrator permission for the installation)

Depending on your configuration it might also be necessary to install Java - OpenJRE is sufficient. If you
do not want to or cannot install Java then please use Internet Explorer.

You can download a free version of java here:
https://docs.microsoft.com/en-us/java/openjdk/download

] =
&) delfort mobile access - Mobile £ X + (-]
& c & portaldelfortgroup.com/sslvpn/SNX/CSHELL/getAjaxCShell?caller=https%3A%2F%2Fportal.delfortgroup.com%... B ¥ » 2
cElecydl | delfort mobile access
© vou need to install the Mobile Access Portal Agent
To install the Check Point Mobile Access Portal Agent:
Hownload the Mobile Access Portal Agent.
o Open and run the installation file - CheckPointMobileAgent.msi
© Copyright 2004 - 2021 Check Point Software Technologies Ltd, Al rights reserved.
| ## CheckPointMobile...ms A Alle anzeigen X

Please note:

The installation is automatic, but there might be a “hidden” Popup in your Taskbar from the installation.
This Popup is from UAC and requests Administrator credentials. Please click it and click “yes” or enter
your administrator credentials if required.
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Mobile Access i

Sie sind im Begriff, ein Zertifikat von einer Zertifizierungsstelle
To install the Check | zu installieren, die sich wie folgt darstellt:

Check Point Maobile

Check Point Mobile Access Portal Agent 300.007.039
Click here to dow Es wird nicht bestatigt, dass das Zertifikat wirklich von “Check

Point Mobile” stammt. Wenden Sie sich an "Check Point oLl Please wait while Windows configures Check Point Mobile Access

Mobile”, um die Herkunft zu bestatigen. Die folgende Zahl Portal Agent 800.007.039
° Open and run the hilft Ihnen bei diesem Prozess weiter:
Fingerabdruck (shal): OD1EF30F 14363DEG BAT18350 C2B261E6
T87B85E1
| Cancel
‘Warnung: l n

‘Wenn Sie dieses Stammzertifikat installieren, wird automatisch
allen Zertifikaten vertraut, die von dieser Zertifizierungsstelle
ausgestellt werden. Die Installation mit einem unbestatigten
Fingerabdruck stellt ein Sicherheitsrisiko dar. Falls Sie auf “Ja~
klicken, nehmen Sie dieses Risiko in Kauf,

Machten Sie dieses Zertifikat installieren?

Ja | Nein

gj Check Point Mobile Access Portal Agent >

Check Point

SOFTWARE TECHNMOLOGIES LTD.

The Mobile Access Portal Agent is used to connect to the Mobile Access
Gateway in order to download and invoke the various on-demand client
technologies, including SSL Network Extender, Compliance Scan and
Secure Workspace.

Important: To protect your PC, make sure you allow the Mobile Access
Portal Agent connect only to a remote access server in your arganization
which you trust.

Do you trust the server: portal.delfortgroup.com to run the Mobile Access
=Yt

iAlways ask me for this web sitel

More Details >> Don't Trust

A restart is recommended
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After the initial installation, you should see the connection windows with you IP Adress, Status
“Connected” and the provided Applications below.

N )
[ Native Applications Disconnect
(]

Connection Details

You are connected and can now use your usual applications.

I Connection Mode: Network mode

*

Office Mode IP: 192.168.20.31

Duration: 0 Days 00:01:48
Remaining Time: 0 Days 04:52:50

Powered by Check Point S5L Network Extender
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2.3 Problems with automatic installation

If you are having problems with the automatic installation of the SSL Network extender please use the
following procedure.

Go to “Additional_downloads”

e Web

eg www.example.com or hitpdfwww example.com
@ Additional downlo.. } il === o= = =

(you can open this page directly with the following link: https://static.delfortgroup.com/portal_downloads)

Download the file “cpextender.msi” and run the installation.
additional downloads

Use this network extender installation file if you have problems with the automatic installation
cpextender.msi o

delfort portal manual

Imprint | Contact & delfort IT 2020

fca cpextender.msi e ~ Show all b4
T

Please do not change any settings and install it normally. Administrator permissions are required to
install Check Point Network Extender.

You can download a free version of java here:
https://docs.microsoft.com/en-us/java/openjdk/download
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After the successful installation proceed as described in Chapter 2 Mobile Access portal.

The installation should finish successfully.

Please note that an additional security prompt has to be confirmed.

At this prompt, please click “Yes” to proceed.

ork Fwt

e ncler

You have reached 550 Metwork Extender gateway:

CM: *.delfortgroup.com

You are about to open a secure channel to this gateway which is not
your original gateway. Please press Yes' to continue, or ‘Mo’ to cancel
the action
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3 Terminal Server (Remote desktop) Access

As soon as you are connected and to access company resources like Terminal Servers please click on
the connection, e.g. ,Terminal Server in your location”:

a Native Applications Disconnect You are connected and can now use your usual applications.
(]

Connection Details =S - | 3 - | "

I Connection Mode: Network mode I w58 - |
e
CZ RDP_TFFOFFICE | n s =
Office Mode 1P: 192.168.20.31
Duration: 0 Days 00:01:48 t = =

Remaining Time: 0 Days 04:52:50

Powered by Check Point 551 Network Extender

In some circumstances the remote desktop client is opened in the background. If nothing happens when
you click the link please look at your taskbar if the Remote Desktop client can be found there.

Please click the Remote Desktop Client icon in the Taskbar to proceed.
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Please enter your credentials in the following format: paperl\username
Example: paperl\[your username]

Please do not forget the paperl part of the username.

. Windows Security >

Enter your credentials

These credentials will be used to connect to
tffoffice.paperi.paper.waorld.

paper1iJusername]

Domain: paperl

. |:| Remember me

More choices

Fraunberger Manuel
PAPER1\fraunbma

° Use a different accounto

OK Cancel

Connection will be established: (this might take a while)
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! | Connecting to:
i

Securing remote connection...

Accept certificate warning: (if required)

.g.j. Remote Desktop Connection I 28

)

~h

The identity of the remote computer cannot be verified. Do you
want to connect anyway?

The remote computer could not be authenticated due to problems with its security
certificate. It may be unsafe to proceed.

Cerificate name

MName in the certificate from the remote computer:

Certificate errors

The following errors were encountered while validating the remote
computer's cerificate:

. The certificate is notfrom a trusted certifying authority.

Do youwant to connect despite these certificate errors?

[ |Don'task me again for connections to this computer

l View cerificate... l Yes ] l Mo
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4 \Web share Access

Just click on the Web share you would like to open within the section “Web”:

delfort mobile access 9 Reisner Michael (reisnemi) D

G Native Applications BrsrmEn: You are connected and can now use your usual applications. f Settings o Favorites
o
Connection Details r r = r -
Connection Mode:  Network mode ] = r
Gateway ID: *.delfortgroup.com - -
. . =
Office Mode IP: 192.168.20.31
= =
Duration: 0 Days 00:07:20 1 1 -
Remaining Time: 0 Days 04:47:18
e Web %, Credentials Y Favorites
- _—=m
€2 WWW.example.com or hEpd/Www.example.com
e Additional downlo... e Intranet e -
E Files %, Credentials Y Favorites
—
eg Werverlisharel
& share_DLF_P3 & share_TFF_Fs & share_TFF_Home

delfortgroup AG / Fabrikstrasse 20 / A-4050 Traun
T +43 (0)7229 776-0 / F +43 (0)7229 77618-100
info@delfortgroup.com / www.delfortgroup.com 17/19



wh

te paper delfort

5 Network Share / File Access

Just click on the Fileshare you would like to open within the section “Files”:

delfort mobile access 9 Reisner Michael (reisnemi) D

G Native Applications BrsrmEn: You are connected and can now use your usual applications. f Settings o Favorites
o
Connection Details r r = r -
Connection Mode:  Network mode ] = r
Gateway ID: *.delfortgroup.com - -
. . =
Office Mode IP: 192.168.20.31
= =
Duration: 0 Days 00:07:20 1 1 -
Remaining Time: 0 Days 04:47:18
e Web %, Credentials Y Favorites
- _—=m
€2 WWW.example.com or hEpd/Www.example.com
e Additional downlo... e Intranet e -
E Files %, Credentials Y Favorites
—
eg Werverlisharel
& share_DLF_P3 & share_TFF_Fs & share_TFF_Home

delfortgroup AG / Fabrikstrasse 20 / A-4050 Traun
T +43 (0)7229 776-0 / F +43 (0)7229 77618-100
info@delfortgroup.com / www.delfortgroup.com 18/19



white paper delfort

6 Troubleshooting / FAQ

6.1 1do not get a verification Email or SMS

Please check your Inbox as well as your Spam folder.

You might also check with delfort contact if your email address or phone number is correctly entered
within the delfort systems.

6.2 1do not have Administrator permissions on my device

Please contact your local IT department or IT responsible to install the portal agent

6.3 Remote Desktop Client does not start

Please look at your taskbar if the Remote Desktop Client is there. It might have been started in the
background. Look for this icon:

Al

6.4 Network Extender installation fails

See Chapter 2.3 Problems with automatic installation how to install the SSL network extender manually.
6.5 Connection unsuccessful

“Connect” button initiate a connection attempt which is unsuccessful.

Please uninstall “Check Point Mobile Access Portal Agent’and “Check Point SSL Network Extender
Service” from your computer and try again.

6.6 Username is incorrect when connecting to RDP

Please do not forget to add paperl\ in front of the username.

6.7 Javais not supported in Chrome / Edge

Java is not needed for the Chrome integration. After all, this is not supported any longer.
It is required for the internal functionality of the Checkpoint Agent.

You can download a free version of java here:
https://docs.microsoft.com/en-us/java/openjdk/download
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